
Witceny SIS Witness

Party: S* Respondent
‘Numbers 3

Ent SIS exit

Date: 01.93.2017,

cre No, IPTHS/HIOICH

INTHE INVESTIGATORYPOWERS TRIBUNAL.

BETWEEN:

sis

1

PRIVACY INTERNATIONAL

and

(1) SECRETARY OF STATE VOR FOREIGN AND COMMONWEALTH AFFAIRS
(9) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(8) GOVERNMENT COMMUNICATION HEADQUARTERS

(4) SECURITY SERVICE

(5) SECRET INTELLIGENCE SERVICE

Brspondenty

[WITNESS STATEMENTOF SIS WITNESS

witness of tre Secret Inteligente Servize (5), Vauchal Cross, London,SEL, wil say ss flows:

Irefecto paragraph of my OPEN statement dated 8 February 2016 fo det ef my role

inss,

2. lamauthorised to ake this witness statement ox behalf of SS, The contents ofthis

3. Thsstatement od

statement are within my own knowledgeand are rue to thebestofmy kxgwiedge and

ele, Where matters ar not within my own krowledge they ae Based upon.

documentation made avallsle to me and trom cscussions with ethers within SIS.

ss the Security and intelligence Agencies (Six) postionen the

‘Nether Confirm Nor Deny ENCNO” príncipe nelsonto discioalng into oxen proteeciogs

be fact of whether tho three agencies hava shared BPD and/or BCD materiel with foreign

sien andorUK law enforcement (LEA). Ihave shared a final draft of this statement with

‘ourterpaits in GCHQ and IS and this statement has been agrees by thers.

‘hisstatement ts an OPEN verso of a CLOSED statement previous servedon the Tribunal

I made lt dear lathe course of that earler statement whether or sot sharing of the type

referred to above has In fact taken place, ¡have ret doneso inthis versionof the
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brasileras "95340 prin

Statement, preciselyBecause ofthe damage retere to below tht would be cactos by

publicly confirm ng or denying these matters, ith that conste, nave outlines int

satement tne same consizeravonsIn favour of maintaining a pute REND pos tion en tro.

Issues thet are described inthe cor statement ¡have 249 responded ln this tement to

some points ralsed 2j the Cakrantsin their skeleton argument and atperagrap927 ofthe

RFI dated 47 February 2027 chalenginthe Justeation or the NCND response nia

context,

2amamate thatthe Tribunal familarwith the entetinlpurpoteofthe MACH pr

an the standare mesos by whist applied, donot therefore gropote to rete those

palinany deta. The NCNDprincipleIs that asa generalul, HG wil adopta posto

‘of HCHO when responding to questions aut whetherthe SIA: are or have carried oct an

‘operation, Investization or act ty into à parisperson or group; havea reltionship with

a partcuar person cr group; cr have shared information pra eapsblity wth a particular

agency whether witls the UK or elsewhere. l understand that nw enforcement agencies

and police forces In England and Wales adept a tm ar postionin relation to sensitive

matters, applirg the NCND principle when resconding to auestlers about operations,

Investigatve techniques and methodsand relation to Information about individual be

they lficers, or nformantser suspect

In order ta be effective the NCND response must be apated consent, Inclusig where no

aethty has taken place and a dere coud otherwise property be made, if the government

denieda particular activi none instance, the Inferencemight vel ba drew thatthe

absenceof a denialin another amounted to confirmation ofthe alleged net.

Whether or net the SA in act share 530 / BCO with eitver As oe forelgn also sam

operations! matter fam which Inferences míeht be drawnabout te capable, methods

and approach vied by the UA/ LEAs /aison andthe nate of her elton. Aa sat

‘utin paragraph5, the princeof CNO Is that matters pertainingto operations,

capabilities and relaonships cannote dscosadnt te publ domain withoutdamage to

Navona Security. Inthe content of data, that means NONO es to what specific cata we

have, whom we obta from, new we get the specificasa thatwe make oft how lang

we ep fr and wham we sare it with, Just as CNO applies to whether we share with
foreignalso, so as mater of principleIt should ipplyto sharing with LEAS, There no

material distinction Between the tuo,

To conf whetheror nature share BPD/BCDwits LEAS has the potential o cause direct

damage to the wider pubic interest by revoaling tee capables(or te 09,

metreds and the nature of elationshios. Confirmation by the SIA a sharing cr nat hating
‘wh tas would alo underminethe NONO positionof those LEA= we would be

Commenting on an ostenta compromising LEAs technical capote snd Investigativo

metheds. Ths would have the potentalto undermiv the fight ain organised erre by
revealing that LEAs etherdo oro net have access o a particular type of eapabityfor

Investeative purposes, Werea host ndlidualorgroup to became sare that tese have
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fo, depending onthe facial pesto, donot have} parlar capab'ltyer access tos

particulartype of dat, they might beable to take steps Lo shape their rial o avold

deteztlen or invest gation

A farher problem would ais confirmationwat even new as to whether ring does oF

ces rot take place only for that poston to change in due course. Forexarrple, were we to

confirm in these proceedings thet we donot share at protent with Leas (ensuring that to ba

{he current postion), only to begin seing with LEAS et a subsequest ate, (and were |

requested agsin to answer (hs question] we would then have to anti that ve do now

share with LEA, TH subsesuent confirmation would teveala change In pastos that

‘enabies inferences 1 be drawn aso ou eapabity (and aloof course the engbily ofthe

LEAS) and how we are caryngst our tal Securty retin and what the aora |

Security reasons may be for the charge. Simular lui woud arise E cormation was

= sven now that sharing does tks place, witha eia havingto be gen In duecourse

3 because sharing had or some eaten ceased In the meantime.

9. More generally, puting ether a confirmation ora detal of sharing with LAs into the publ

domain now could be of use to host Inivdusls groups / States In unexpected and

‘unguantifiable wayz o the monthsand years to come, possibly having been put togeth

eth other places ef information shout the agencies work whleh have fons thelr way nto

the publie demain, The curulatie imposto disclosingInedua!pecas of formation

eating to cur capablities and relationships which can than be assembled by criminais or

hostie groups therefore has she patenta! to suse damage to beth currentsnd future

operations and impact on the sstalnabity and uly ofexpabillesgong forward,

10, Inacio, there ia reais given the seit nature often relationships that, should

the SA be forced to dise for example ether now or nta fuste) he act thet ft shares

{PD with LEAS, Ind viduals, organisationsor other partie wre have previoay supplied

BPDIBD ta the SIA (o may consider doing 0 in e future] may then cease to cooperate '
furtherand become unvitg o share lfermstion withthe SA gone forward, The

Lendermicing ofthe NCND prince In tis ave could therefore have a signlfcant impact on

sityto acquite certain types of ata and Information the future.

E To conflim whetherce not we share BPO/ACO with LEAS alo has the potenti to cause

damage to wider pubic Interests Indrecay If apeney sharingof OPD /DCO was publicly

contrmed cr dente, this would usderrie th strength of the NCNO postam maintained lo

respect of other areas of agency colaboration with lr partos. Thats wy NONO must

pled consistenteven weve the rect damagemay Inlay appear les nica.

Darseaiotilzon Relations.

12, Ita fondarcentl principle oflaion wth foreign Inteligente and security agences (talon

at material provides y, or relating o, a siso service isto be rested la

nd no:to be duloced or dlsseminqued without th consent ofthe relevant

‘orghating also service, The valuecf these exchanges depends on the wallngnessof both



parties to share Intelligence froma range of sense

tach other to respect the ren ofthat mater!

deg human, sourcesand to trust

Es

felatonship,Any reference o he existence of a relationship ar to cooper

agencies (oeloding the provision of inteligence from one to another] able to be seen ae

resis this principe. So too would the release efnformation whichis not the poble

{domain and which foreign agency knew that It had provided tothe US (whevderor nat the

Ut had obteiredthe same Information from other sources) This would undermine the

fidence which underpins the willgness o forem services to share Intelgence from a

range ef sershve soutess withthe Uk

14 The sacely heavy on cooperation with Elson services, In partewar or the effete

Investigation and éruption of nternatioral terroir and eslora

1S letheratere ofthe utmostImportene thot the UK protestamaterial derived tren

Intelgerce exchanges and orctects the methodsby win such materials otras,The

xtertand valve ofthe exchanges would be severe endermined should they become

publor be dscosrd,Irclucin ln Jill proceeding, without the consent ofthe ton

serie corcemed,

16, Further, closing current ato reatlenshls en information shared wouldhoe ar.

reaching repercussens far beyord those pariulr son relationships. Damage to

allgerse share relationshipswith Individual sates ha the copaciy to caute amaze to

such teligence sharing relationships, ifthe UKseen2 be urable to protect the

confdentioity of ts exchanges with overseas Iteigence partera, ths will ak harming et

uchrelatlonships.

1). Any OPEN dsiesure In there proceedingsether a tha affectthatthe ogersiencoshare

BFO/BCO with overseas Iteligence parners, or tothe effec that they do net wou'd

thereforebe May to cause al Cason serves more general to reassess ther crsinued

Involvementin operations withtheSA end thelr proton ofIteligenceto she SIA. This

would ze exacerbated In crcurstances wheresuch siz Invoherert and/or intelgence

rating would be widely reported Inshe mei, ala very hey in repect of he current

Freceedings.

28, The Camant have dravn attention both In ther Request for Further Information dated 17

February 2017 and also in tele selon argument to versus referencesln documenta

‘Thay suggest nat the content ofthese document undermine the justilcations stout

above for maintaining the NCNO principle in respect ofthe sharingof 87O/BCO By the

agencieswlth LEAs and/or overseas intelligence partners. 1do net accept thi, These

Cecaments do suppar two propostions that are already inthe publi demain, Le:

de thatthe agencies have nteigence sharing reatonships with a number of freien

counties and alto with domesticLEAS; and
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b.that as port of shave relaianshlos the agencies shor

far example Include slot, about subjects of interest.

dinteligence, which may

39 However, nelther of those propestions ore relevant to the present Issue, which Is whether

{he agencies share either BPUS or BCD with LEAs or overseas Inteligence egameos. That isa

detailed matter gelag to the precse copablities of and relationship between the

rgarlztione In question. Those matters are not In the sublle domaln, and they are not

teidtetsed in the documents to which the Claimants have referres, Moreover, for al the

reasons that have glven above, Its she consideredview of she threeagenciesthat it would

be demaging te the public interest fer any publie confirmation or derlal to be given in

respectof these matters.

20, In stating as above | have taken Into accountwhat e said ct paragraph SO of the Claimant's

skeleton argument for tho heating commencing 8 March 2017. | accept that Sir Stanley

Butrton's reference at paragreph 57 of he report of July 2026 ls inconsistent with the

NCND prineote, ane that he ought 0 have been asied to remove that from his resort but in

ertorscas not, 1 am aware thet coleeguesat MIS and GCHQ have confirmes ths.

believe thatthe facts in this witness statement are true

Sis tu.
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