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WITNESS STATEMENT OF 515 WITNESS

l, 515 witness, of the Secret Intellgence Servize (Si5), Vauxhall Cross, Londen, SE1, will say o3 follows:

1. |refer to paragraph 1 of my OPEN statement dated 8 February 2016 for detadls of my role
withn 565,

2. lamauthorised to make this witness statement on behalf of 5i5, The contents of this
statement are within my own knowledge and are trua to the best of my knowiedge and
Beliel. Where matters are nol within my own knowledge they are based vpon
documentation made avallable to me end from dizcussions with ethars within SIS,

3. Thiz statement addresses the Sesunity snd Intellipence Azenddes’ (347 postlon cn the
‘Neither Confirm Nor Deny’ ("NCND®) pringipie in relstion to disciosing Into oaen procesdings
toe fact ol whether tha three pgencies have shared BPD and/for BCD materizl with fareign
Kalsen andfor UK law enforcement ["LEAs'). | have shared a final dralt of this statement with
counterparts in GCHQ and MIS and this statement has been agreed by them,

This statement Is an OPEN versloa of a CLOSED statement previously served on the Tribunal
I made it clear In the course of that earfler statement whether or not sharing of the type
raferred to above has In fact taken place, | have rot done 5o I this version of the
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steterngnl, precioely because of the demage relerred 1o below thet wauld be cactes by
publicly confirming or denying these mattars, With that comatraint, | Save outlired in thiy
siatement Lhe yame considerations i favour of maialaining 2 pub/ic REND poiltion en tyie
Bsues that sre desoribed In the earler statement | have 8'so respended in th's statemest to
some poinds ralsed oy the Clakmants in thelr skeleton arpument and 8t paragragh 27 of their
FFl Jated 17 February 2017 chal'enging the Justification for the NOND response fn this
fsetusl context,

Imzacs o brgaching "REMD principle’ In relation 12 shering
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b wwedre Lhat the Tribunal Is Temiliar with the eizential purpoee of the REND peinzizte,
ang the standarc means by which it ls applled. 1do not therefore prepose to rehesste thase
peints In amy detall, The NCHD principle 15 that 23 a geraral rule, HMG will adopt a cosition’
of KCND when respondi=g to cuestions azavt whether the S14° are of have carried oot 2n
cptration, Investigation or activily 'nto a partloutar person or group; have & relatisnship with
a particular persen or group; or have shared Information or a capabliity with a particular
sganzy whether within the UK or elsswhere, | undtrﬂin&l that |xw enlorcement sgenches
and zolice forces In England and Wales adept a simiar position in relatlon 1o sensitive
matlers, applying the NCND pringiple when reszonding to guestiors sbout operstions,
Irvestigatave technlg.es and methods and In relation to Infarmatien sbout (ndhiduals, be
they olfizers, or infarmants, of suspects.

Inorder ta be effective tha NCND responze must ke apalied consistently, Imcluglag whera no
scthvlty has taken place and a denlal covld otherwlse properly be made. If the government
denled a partizuler aztivity lnene Instance, the Inference mighs well ba degwn thit the
absence of a denial in another amaunted to conflrmatian of the allaged activity.

Whethar or not the SIA In fact share BPD / BCD with eitrer LEAs o farelgn Falsan (s an
operational matter fram which [1ferences m'ght b2 drawn about the capabilitles, metheds
ind approach yzed by the 1A / LEAs / lialaon and the mLiJru of thelr relationships. As set
culinparagraph 5, the principle of NCND Is that matters pertalning to cperations,
cepebiities and relationships cannot be disclosed Into the publiz domaln without damage ta
Natznal Securlty. Inthe context of data, that means NCND es te what specific data we
have, whom we obtaln it from, how we get It, the specific asa that we make of it, hew leng
we keep [t for and whom we share It with. Just as NCND les to whether we share with
foreign llaison, 3o a3  matter af principle, it should :pmrm :ha.'h; with LEAS, There !5 no
material distinction Between the two.

To cznfirm whether or not we share BFD/ECD with LEAS has the potentlal to cause direct
damage to the wider public interest by revealing Inteligence capabiities {or laci o),
metheds and the nature of relafonshizs. Confrmation by the SIA of sharing or not sharing
with LFAs wou'd sl undermine the NCND position of thase LEAS - we would be
commenting on and potentizlly compromising LEAs' technizal capabiities and Irvestipathe
metheds. This would have the petentlalto undemine the Night against organised erive by
revealing that LEAS elther do or co net have access to a partizular type of eapabity for
investigative purpeses. Were 2 hostde Individual or group to become sware that LEAT Mave
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(or, depending on the factual pesitlon, do not have) a particular cagablity craccesstoa
particular lype of data, they m'ght be abls to take steps Lo shape thelr eriminslity to avold
deteztlan of investigation.

8. Afurther probiam would arse if confirmation was ghven now as to whether sharing does or
does ot take place enly for that posithon 1o change in due course; For example, were we 1o
conflrn in these procesdings that we do not share 8t prasent with LEAs [asiuming that 1o ba
the current position], only to begin sharing with LLAS et & subsequest cate, [and were
requested again Lo &nswer (i guestion) we would then have to ¢enfim that we do now
share with LEAs, This subseguent confirmation would reveal a changs in pasitian that
enables inferences 10 be drawn a3 o our capabiilty (and ako of course the cagabilizy of the
LEAz) and how wee 2ne carmyng out ous Natianal Seaurity funciion and what the Natlonal
Security reasons may be for the change. Similar diffculios would arise If corflrmation was
ghea now that sharing does teks plece, wilh a denial having to be gheen in due courza
because stharing had for some reaton cepbed In ihe mesntime.

# MNaore generally, putting either a confirmation or a denlal of sharlng with LEAs Inte the pubilc
domain now could be of use 13 hostlle Individuals [ groups / States In unevpected and
unguantifiable ways In the manths and years to come, ponsioly Raving been put togather
with other pleces of Information sbaut the agencles’ work which have found their way Into
the public domain, The :umu'.a:llur Impast of disclosing Indhvidual pleces of Ixformatian
re'ating to cur capabilities and relationships which c2n then be assembled by eriminals o-
hastile groups therefore has the potantial 1o cause damags 1o both current and future
eperetions and Impact on the sustatnabllity and utlity of cepabilities going forward,

10. In 2ddilon, there I3 2 real risk given the sensithve nature of cenein relatlonships that, shauld
the 514 be forced to disclose for example felther now or I the fusure) the fact that [t shares
LPD with LEAS, Indviduals, organisations or olher parifes wno have previously supplied
BPD/BCD ta the 514 {or may consider doing 2o in the fulure] may then cease 1o cooperate
further and become urwililng to share Information with the SIA galng forward. The
ndermining of the NCHD prindple In this cise could therefore have a signlficant impact an
our abllily to acquire certaln types of data and Information In the future.

11. To canllrm whether of not we share BPD/3C0 with LEAS alzo has the potertal to cause
camage 10 wider public Interests Indirectly. If agancy sharing of BPDs / BCO was publcly
confirmed or denied, this would underming the strength of the NCND peshban maintalned In
respest of other areas of pgenty collaboration with third partles. That [s why NCND must
be appiled consistently even where the direct damage may Initlally appear less signlllcant,

Dzrraggio Ualzgn Relationshins

12, ltisw fu..mlm'.mm principle of llalson with forelgn Intelligence and security sgencies ('Nalson
servizes®) that materkal previded by, or relating to, 3 lalson servioe bs to bo Lrested In
confidense and Is not ta be disclored or disseminpied without the consent of the relevant
orlglaating lizlson service, The value of these éxchanges depends on the willingness of both
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partles to share Intell’gencs from o range of sensiive, Meluding human, sources ard io trst
each cther by respect the sensithity of that materlal

The pringiple extands béyond thls narrow epplicaticn lo ell dealings with lalson servizes
Intiuding, with the exteption of 8 very small number of partners, even the fazt of the lalson
relationship. Any reference (o the existence of 8 relationship or to cooperation belween
apenzies (including the provision of Inleliience from o=e 1o angther) = Fabls to be seenex
brexching this principle. 5o ton would Lhe release of Informallan which I3 nat In the pobilc
demain and which a foreign agency knew that It had provided to the UL (whether or nat the
UK had obtalred the zame Informetion from other ssurces), This would undermine the
sonfidence which underping the witlingness of forelgn sarvices to share Intelligence froma
range ef sersitive saureas with tha UK,

The S1A rely heavily on cocperation with lialson services, In particutar for the efactive
Irvestigaton and disruptian of [nternatlonal terrodem and eipionage.

It s tharalfore of the ulmost Importance that the UK zrotects material derived from
inteiTgence exchanges and protects the methods by which such materisl Is oottined. The
exiert and va've of the exchanges weuld be seversly endermined should they beccme
public or 5e disclesed, Ircluding In Judichl proceedings, without the consent of the Latsen
service corzarnad.

Further, disciosing current llatson relatiznzkips and Informatlen shared would b far-
reaching repercusslens far beyond those particular lzlson relatiorships. Damage to
intelligerce sharleg relationships with Indhviduzl states hasg the capacity to caute camage to
bl guch Intelligence sharlng relationshizs, If the UK s seen to be urabls to protect the
confdentisfity of Its exchanges with overseas Intelligence partnecy, this will rlsk harmirg 2l
such relationships.

Aty OPEN disclesure In these proceedings elther i2 the effect the! the sgerzies 63 share
NFD/BCD with overseas Intelligencze prrners, or 42 the effect that they do not weald
therefore be ety to causa ol Datson services more generally to reassess their sontinued
Invalvement In operatians with tha S1A end thelr provislon of 1=teligence to the SIA, This
would te exacerbated in clroumsiances where such llalsen Invelvemert and/for inteligenze
sharing would be widely reported In the medis, as lsvery [kely In respect of the cusrent
groceedings, '

The Clalmants have drawn attention both In thelr R=suest for Further Information dated 17
Febreary 2007 and alia In thelr :&:k::umumenm:_nr}d Lt refecences In documents.
Thay tuggest that the content of these documents undermine tha Justifications set out
above for malntaining the NCND principle In respect of the sharing of BPD/BCO oy the
agencies with LEAs andfer cversess Inleligence partners, | do not azcept thls. These
cocuments do suppert two prepostions that are al-eady In the public domaln, Le:

8. that the agencies have Intelizence sharing re'stiorshize with a3 number of forelzn
esuntees and also with damestlc LEAs; ard
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b.that as part of thase relationshizs the agercles share targeted inteligance, which may
far example Include siglnt, abous subjects of intarest.

19 However, nelther of those propostilons pre relovant 1o the present Issus, which Is whether
tne agercies share either BP0Cs or BCD with LEAs or overseas Inlaligencze spencies. Thetisa
detaled matter gelag to the precse capabiities of and relationshiz Satween the
argarisztions In guestion. Those matters are not In the sublic demaln, and they are not
pddressed in the documents to whith the Claimants have referred. Moresver, for 2/l the
reascns that ] have ghven above, |11 the consldered view af the three egencles that It weuld
s damaging tc the public interest for any publiz corfirmation or derlal to be glven in
respect of these matlers.

20, In $tating as above | have taken Into account what is sald ot paragraph 5 of the Clalmant's
ske'eton argumens for tha hearing commencing 8 March 2057, 1 sczept that Sir Stanley
Buteton's reforonce of pamogreph 5.7 of his report of July 2016 Is inconslstent with the
NCND princlple, anc that he ought 16 heve boen asted to remove that from his repart butin
error was nol. 1 am aware thet colleagues at MIS and GCHQ hove confirmes this,

[ belleve that the facts im ERls wlitmass stzlement are Lrus
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pated: | Adareds 222777







